Chapter 3: System Architecture





This chapter addresses the BIPS architecture in a top-down manner, beginning with an overview of the system. It (1) describes the basic functionality that BIPS provides and how BIPS works from the standpoint of a generalized payment model, (2) identifies the various components of the BIPS architecture, and (3) describes how those components work together. The chapter concludes with a discussion of some functional and architectural components that could be added to the specification in the future.





Throughout this and succeeding chapters, the party to whom a payment is made is called the “Payee” and the party who owes a payment to the Payee is called the “Payor.”


3.1 System Overview





The support of electronic payments in a modern banking environment requires the ability to use existing inter-bank electronic payment processing systems. These electronic bank payment processing systems vary in sophistication and flexibility and typically predate the interactive network computing system model upon which Internet computing relies. Currently, bank users access these systems by way of electronic communications, instructions over the telephone, or written documentation. 





BIPS provides Internet-using bank customers with an easy way to access existing bank payment processing systems over the Internet and provides commercially reasonable security measures. BIPS enables banks to receive and execute the same types of requests for payments over the Internet that they currently receive and execute through other channels. The components necessary to connect existing bank payment processing systems with bank customers over the Internet are:





A Network Payment Protocol (NPP) to enable the communication of payment instructions between bank customer and bank (see Chapter 4 for details);





A BIPS Server to:


receive requests for payment;


handle security, acknowledgment, and confirmation processing;


select an appropriate payment mechanism;


create a payment transaction from a payment request; and


route the payment transaction to the appropriate bank payments system; and





3.	A client application to create and send instructions (BIPS messages) using the NPP and receive acknowledgments from a BIPS Server that the instructions have been received.





Through these components, BIPS provides the necessary protocol message translations and protocol message handling to transfer user payment instructions through to the appropriate bank payment processing system. These components also enable a bank to use the Internet to perform the bank’s current function of receiving requests for payment. With a standard format for expression, a bank acting on behalf of its customers can convert payment requests received over the Internet into payment transactions with commercially reasonable security.





BIPS also manages the interfaces among the user and system components, ensures the integrity of the transaction handling, provides audit and control information, and is compatible with robust transaction recovery mechanisms.


3.2 Architecture Model and Functionality


3.2.1 Basic Functionality





BIPS must perform the following basic functions in order to meet the requirements stated in Chapter 2:





provide security methods for Internet payments for corporate customers as well as consumers;


enable interoperable payment messages;


provide access to multiple bank payment processing systems with one protocol;


provide mechanisms to enable the secure authentication of parties in the transaction;


provide intelligence to select an appropriate payment mechanism for the Payor based on the Payor's requirements for cost and speed of settlement, and based on the bank's business requirements; and


transform a payment request into a bank payment transaction. 





These functions could be expanded to include a whole set of standard system functions, such as proper system logging and reporting. While this specification addresses some standard automated system functions, including logging and security, the focus of this specification is on performing the basic functions. Most of the BIPS functionality is generic and can be built from off-the-shelf software available on appropriate scaleable platforms. 





Individual banks may choose to add other functions, such as centralized risk control, management information systems (MISs), and billing, as service extensions. This specification allows easier integration with other functions by providing standard interfaces that can be connected to existing applications.


3.2.2 BIPS within the Payments Model





This section describes how BIPS works at a high level and where it fits into other bank and bank customer systems. Figure 3.1 shows a simple payment model with four parties, in which a Payor sends payment instructions over the Internet to the bank, which then uses existing payment processing systems to complete the payment.
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Figure 3.1 General business payment model.








Figure 3.2 shows the role of BIPS in a payment model similar to that shown in Figure 3.1. All of the interaction between the Payor and BIPS occurs during step 2 of Figure 3.2; the other interactions shown are outside the scope of BIPS. Most of the infrastructure required to implement this model already exists in current bank payment processing systems. BIPS is the infrastructure required to support the communication of payment instructions between Payor and bank over the Internet. 
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Figure 3.2 Model showing flow of information between parties.





Figure 3.3 shows the components of BIPS within the bank and in relation to the Payor, and how those components fit with other systems within the bank. As illustrated in the figure, only one bank needs to be BIPS enabled for Payors to initiate payments over the Internet. For example, the Payee does not even have to be computerized. The Payee’s bank has standard payment processing systems but may not have other electronic systems connecting the Payee with the Internet.
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Figure 3.3 BIPS components within the bank payments model. The components


in this figure are contained in the “Payor’s bank” shown on the preceding


figure (Figure 3.2). The question mark above the Payee indicates that the


Payee does not even have to have a computer.








From this point in the document, BIPS transactions are often referred to as being either “push”or “pull” activities. These two concepts are described in Sections 3.2.2.1 and 3.2.2.2.


3.2.2.1 Push Transaction 





This type of transaction is initiated by the party whose account is to be debited. Funds are “pushed” from the originator’s account to the recipient’s account. In ACH payments, push payments are also called “credit originations.” A credit file is sent to the receiving depository financial institution on behalf of the Payor. Common examples of push payments include payroll, investment dividends, and social security.





All of the preceding types of push payments are originated by corporations or a government agency. Consumer bill payment transactions, which are initiated by individuals through their financial institution, are also supported by ACH and also represent a type of push transaction. Historically, these transactions have been originated over the telephone. Technological advancements have led to alternative origination methods for home banking and other consumer bill payment transactions. Consumer-initiated entries currently have greater market acceptance than “pre-authorized debits,” which are originated by corporations to debit consumers’ accounts.


3.2.2.2 Pull Transaction





This type of transaction is initiated by the party whose account is to be credited. Funds are “pulled” from the Payor’s account to the Payee’s account. In ACH payments, pull payments are also called “debit originations.” A debit file is sent to the receiving depository financial institution to debit the Payor’s account at that institution on behalf of the Payee. Corporations use this method to concentrate their funds deposited into many banks into one account at one bank. For example, a large retailer has stores in many geographical locations, so the stores deposit their collections in local banks. For cash management purposes, the corporation wants the funds concentrated in a central corporate account. Consumer examples of pull payments include “pre-authorized debits” to pay utility bills and make mortgage and automobile payments. 





Pull transactions are primarily originated by corporations rather than consumers because of the risk analysis and management involved. When a corporation initiates a pull transaction, the risk evaluation and management is done on the corporation, not the consumer. Yet, using pre-authorized debits, the consumer is able to make an electronic payment to the corporation. The expense of evaluating and managing the risk of sufficient funding on the settlement date may discourage banks from offering these services to some consumers. Corporations are far more likely to regularly and voluminously send pull payments, so the transaction fees generated are meaningful enough to warrant the risk management costs. 





Within ACH rules, consumers must authorize the debits to their account(s). That process is primarily established in advance of the debit origination using pre-authorized debits that are approved in a paper-based set-up process. For consumers, there can be a perceived loss of control over the timing and amount of the payment, since pre-authorized debits result in monthly recurring payments. Recent National Automated Clearing House Association (NACHA) rule changes allow for digital signature authorization and encourage the possibility of authorizing single debits (or ad hoc debits) as they are about to be initiated. The increased adoption of pull payments by consumers is expected to be facilitated by the ability to determine the timing and amount of the payment and then authorizing the debit.


3.3	BIPS System Component Architecture





BIPS is based on a client-server architecture. A BIPS-enabled Client initiates and sends a signed electronic request message to the BIPS Server over a secured channel. The BIPS Server processes the request and passes it to the bank payment processing systems. The BIPS Server consists of the functional components shown in Figure 3.4.
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Figure 3.4 BIPS component architecture.





The BIPS architecture components are: 





The BIPS-enabled Client, which gathers user input (either from E-mail or the Web) and translates the instruction into a BIPS request message; and





The BIPS Server, which can be broken down into the following sub-components:





Frontend: receives BIPS requests from various different client implementations and transports those requests to the Electronic Payment Handler (EPH);


EPH: validates the BIPS message, selects the payment method, and interfaces with the Frontend, External Certificate System, and Payment System Interface (PSI);


PSI: translates the BIPS requests into the selected payment mechanism format and interfaces with bank payment processing systems;


BIPS Event Log: for processing and audit purposes, records all events (e.g., the successful processing of messages, error conditions, and exception conditions); and the


BIPS Repository: stores transaction information for processing and audit purposes.





The External Certificate System, which maintains certificates, validates locally-issued and other bank certificates, and maintains Certificate Revocation Lists (CRLs). While the External Certificate System is outside of the scope of BIPS, BIPS security is predicated on the use of digital signatures and certificates. See Chapter 5 for the details.





These components are described in detail in Sections 3.3.1 and 3.3.2. In addition, there are numerous component interfaces (principally communication and security mechanisms) that may be considered in the design of a system such as BIPS. These are discussed in Section 3.3.3.


3.3.1	BIPS-enabled Client





The BIPS-enabled Client gathers user input to create the BIPS request message.� The client validates the input to the extent of its capabilities (such as checking that the amount is a numeric value) to ensure as early as possible that execution problems can be communicated to the initiator. It then creates a BIPS request in NPP format and enables the user to sign the message. Once the message is formatted and signed,� the client can work with the Web server to establish a secure message exchange and then send the message to the BIPS Web Frontend over the Internet, or the client can encrypt the BIPS message and send it as E-mail to the BIPS E-mail Frontend over the Internet.





The BIPS-enabled Client must also (1) receive and validate the BIPS response message and bank signature and (2) present the response information and acknowledgment to the user.





Implementations of the client may vary, including locally installed applications, distributed applets, or code integrated into accounts payable or cash management applications.


3.3.2	 BIPS Server


3.3.2.1 BIPS Frontend





The BIPS (E-mail or Web) Frontend extracts the BIPS request data from the BIPS message and sends the BIPS request to the EPH. The frontend provides the ability for banks to receive BIPS messages from different transport systems such as Hypertext Transfer Protocol (HTTP, over the Web) or E-mail protocols. The BIPS Frontend could receive BIPS messages through other networks or protocols, such as closed or direct-dialed networks or File Transfer Protocol (FTP). 


3.3.2.2	EPH





The EPH handles the main functions of BIPS. All messages coming from the Internet pass through the EPH. The EPH performs the following functions:





Protocol handling: The EPH parses the BIPS message requests using standard XML parsers to make sure the messages are constructed according to the Document Type Definition (DTD, Appendix G). The EPH also constructs the response message and signs that message for transmission back to the client through the BIPS Frontend.





Validation of information: The EPH performs additional validity checks on the information in the message, such as making sure that the bank identifier is the correct length. These validity checks ensure that execution problems are identified and can be communicated to the initiator as early as possible. Specific validation checks will need to be defined for each implementation of BIPS.





Validation of signature and certificates: The EPH must validate the signature and the integrity of the message by accessing a certificate system that is either internal or external to the bank. See Chapter 5 for more information on security and certificate authorities.


4.	Payment method selection: The EPH selects the appropriate payments mechanism based upon an explicit user request and/or implicit requirements derived from the transmitted payment characteristics. The payment mechanisms that can be chosen are initially conceived to be the following:


ACH, which is suitable for payments where value is not required today (both debit and credit ACH files may be created for sets of pull and push payments, respectively);


wire transfer, which is used in cases where immediacy or finality of payment is required; and


other payment systems, such as a bank’s internal payment processing system. 





	Once the payment mechanism is selected, the EPH passes the BIPS request to the PSI.





Audit and transaction management: The EPH maintains a copy of all messages in the BIPS Repository and keeps a record of all events in the BIPS Event Log.


3.3.2.3	Payment System Interface (PSI)


.


The BIPS PSI performs the functions required to interface BIPS with bank payment processing systems, such as a wire transfer system or an ACH system. Other interfaces may include ATM or bank proprietary systems. At a minimum, the PSI translates BIPS payment request messages into a format that can be input into bank payment processing systems. The PSI is designed and specified so that interface development can be kept to a minimum within each bank. Appendix F contains more information about possible implementations of the PSI.


3.3.2.4 The BIPS Event Log 





The BIPS Event Log records actions taken on data received by and sent from BIPS, for auditing and processing purposes. It:





enables the BIPS Server to determine the state of any request or transaction for processing or status inquiries, and


ensures that any message, transaction or activity can be recreated chronologically and traced for auditing.





The BIPS Event Log provides, at a minimum, a record of all requests received by the BIPS Server and all responses sent by the BIPS Server. For efficient use of storage, the BIPS Event Log uses a reference pointer or link to the original message, which is placed in the BIPS Repository. The BIPS Event Log also provides a record of all information sent to it from any BIPS Server sub-component, such as the EPH, the BIPS Frontend and/or the PSI. �





Examples of entries that might be in the BIPS Event Log include:





the receipt of a request message,


the passing of the request message to succeeding BIPS components as the message is processed (for example, the system might note that the message was passed from the Web Frontend to the EPH at a given time and date),


successful or failed certificate authentication, and


successful or failed data validation.


3.3.2.5 The BIPS Repository





The BIPS Repository contains a copy of all messages that are received and sent by BIPS. Since messages are signed and represent an "original" record, the entire message must be stored in its original form for audit purposes. The BIPS Repository can also be used as a mechanism to locate data contained in messages, so the BIPS Repository can store the data of request messages in database form. Finally, the BIPS Repository can be used to store copies of payment transactions that BIPS creates for the bank payment processing systems (for audit and reference purposes).


3.3.2.6 External Certificate System 





Because BIPS uses digital signature technology to authenticate parties and message integrity, it is necessary for the BIPS Server to access security services provided by the bank for verifying digital signatures and certificates. This and other uses of digital signatures within a bank require the BIPS bank to either manage a public key infrastructure (PKI) or obtain PKI services from a third party. The management of PKI is not part of the BIPS Server, but the BIPS Server requires those services through a more general-purpose certification server. This service may be implemented specifically for BIPS, or it may be a general bank software component that BIPS can use. 





Functions performed by the External Certificate System are described in more detail in Chapter 5. They include: 





issuance of certificates to the bank’s customers,


revocation of certificates and maintenance of CRLs, and


validation of digital certificates.


3.3.3	BIPS Component Interfaces





As Figure 3.5 shows, BIPS uses industry standard communication and security mechanisms. These are outside the scope of the BIPS architecture. The figure indicates which protocol or application programming interface (API) the components use to exchange information for that interface. 
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Figure 3.5 BIPS component interfaces. The dotted lines represent the interfaces 


between BIPS components or between BIPS and external systems.


3.3.3.1	Component Interfaces Provided by BIPS 





The interface between the BIPS Client and the BIPS Server is through the NPP.


3.3.3.2	Component Interfaces Provided by Industry 





Four component interfaces that should be provided by the industry have been identified. 





The interface between the BIPS-enabled Client and the BIPS E-mail Frontend would be through secure E-mail such as Secure/Multipurpose Internet Mail Extensions (S/MIME), Pretty Good Privacy (PGP), or Open PGP.





The interface between the BIPS-enabled Client and the BIPS Web Frontend would be through secure Web communication methods such as Secure Sockets Layer (SSL), Transport Layer Security (TLS), IPSEC, Secure Hypertext Transfer Protocol (S-HTTP), or Private Communication Technology (PCT).





The interface between the BIPS Server and the External Certification System would be through a Certificate System API.





The BIPS Server and bank payment processing systems interface through ACH, wire transfer, or other bank payment processing system message formats.


3.4	Future EPH Functions and Architectural Components





The specification of the architecture in this chapter is based on those functions that could be tested in working prototypes performed during the project. Many ideas were considered during the conception and development of the BIPS vision and specification, including the development of new payment netting schemes to reduce cost and risk. These are discussed in more detail in Chapter 7.


Several obvious functions could not be tested or specified, but they are presented in this section as possible extensions of a BIPS architecture. These could conceivably be implementation specific, though they could also easily be products or services that BIPS could exploit, and they represent an opportunity for innovation and potential standardization. For several of these ideas, allowances were made within the protocol to enable their implementation (the messages and fields that can be used for these purposes are discussed in Chapter 4). Components within the BIPS Server would need to be built to process this additional information. Some of these possible future extensions to the EPH are:


Negotiation of payment parameters:� As BIPS provides access to increasingly diverse bank payment systems, and as bank customers are able to express, schedule, and manage payments, the process by which payments can be negotiated, the level of security, and the characteristics that could drive the selection of a payment mechanism becomes rich. Automating the process of payment negotiation is complex, and this specification identifies the feasibility request message for this purpose. Payment characteristics that would drive selection of the payment mechanism could include:


explicit customer preferences (either maintained on a BIPS-accessible database, or passed directly in the payment instruction);


payment amount;


date and time the beneficiary must have use of the funds (taking into consideration internal bank processing cutoff times, time zones, and clearing time for cross-border payments);


advising requirements;


size of transaction details to accompany the payment;


currency and cross-border processing requirements;


Electronic Data Interchange (EDI) and Electronic Data Interchange For Administration, Commerce and Transport (EDIFACT) related requirements (where applicable), including message formats;


guarantees for exchange of value;


finality or reversibility of payment; and 


various degrees of security.





Payment selection: A major function of the BIPS Server is the payment selection and logic for executing that selection. Many banks already have codified rules for automating the decision process. BIPS adds another dimension for the decision process---the choice of payment mechanisms. This creates a functional need for a decision tree or parameterized rules within BIPS for easier implementation of payment selection and modification of the rules in the decision process. 


BIPS makes three categories of decisions:





technology (e.g., is the message constructed properly, does it match the protocol, can BIPS complete the operations it needs to complete);


security-related; and


business. 





Business decisions that existing bank payment processing systems already make should be differentiated from decisions that the BIPS Server makes. Each bank uses a different subset of business rules and interprets and applies them differently, resulting in a large, complex system that is frequently customized at each bank. Some rules are specific to a particular bank, while other rules are applied in the same way by all banks. The modeling of rules in BIPS is a good area for additional research. 





Customer profiles: Many banks use customer profiles to store standing instructions or preferences from bank customers. A bank can use a profile as a reference instead of the customer having to always explicitly state all of the terms and conditions for each instruction. The BIPS working prototypes did not explore the use of customer profiles, but the NPP provides a mechanism for a bank customer to specify the use of an established customer profile at the bank. BIPS software for managing and using customer profiles was not developed. Since this application is in use in banks, other bank systems or commercial software could provide this functionality or the model for it.


Warehousing: For certain payment types, BIPS may need to store payment instructions that have a value date on them which is in advance of the transmission date needed. The capability of calculating the necessary release date and then automatically releasing on that date to pass the transaction to the bank payments system would complete the warehousing function. Some of the traditional payment mechanisms assume payment is to be made immediately (e.g., wire transfer), but a number of products are likely to offer the ability to enter payment instructions in advance with the knowledge that they will not actually be cleared until necessary. 


Warehousing may also include the requirement to batch payments for file transmission, with files created according to a predefined transmission schedule, or when files reach a certain size. Both warehousing and batching functions are included in other banking systems that could provide this functionality or provide a model for similar development within a BIPS Server. 


Remittance Information and Financial EDI: Support for Remittance Information and Financial EDI transactions (e.g., X.12 type 820 transaction set) and EDIFACT transactions is available in the protocol. The role of the BIPS Server in transmitting EDI, EDIFACT, or invoice information or interfacing to other systems could be explored. 


Support for ATM networks as an example of additional bank payment systems: Banks may have an interest in selecting a bank payment system analogous to the existing ATM or Point-of-Sale (POS) network, in which funds are moved in near real time through the electronic transmission of standard message formats across the existing ATM backbone network.  For some banks, the ATM networks may be more cost effective or have more capacity than other networks. 


ATM transactions are typically low-dollar-amount transactions and mimic the actions of bank tellers by offering deposit and withdrawal functions.  These functions can be used by BIPS to credit and debit the appropriate accounts at the appropriate banks, assuming that all of the involved banks are attached to the same ATM network or are interconnected to the appropriate ATM network.  The difficulty for BIPS in using ATM transactions is that there are a variety of ways to process ATM activity.  In some cases, there are online links to the appropriate banks that can affect the accounts in real time.  However, it is not unusual for banks to receive information that is memo posted only during the processing day and then actually posted at night.  Also, banks may not receive transaction data at all during the day, but instead receive a file of transactions from the ATM switch provider once a day, which is posted at night.





There are a significant number of both domestic and international ATM networks.  Each of these networks has its own requirements and standards for transmission of data.  Developers should contact the ATM network being used by the BIPS-enabled Client to obtain information about the correct formatting of data for transmission on the appropriate ATM network. 











� Current browser technology can allow access to BIPS capabilities without the need for other pre-loaded application software.


� The user must have obtained a digital certificate before creating the message.


� Implementation Note: A standard BIPS Event Log layout is provided in Appendix I so that other systems such as bank payment processing systems can exchange information with the BIPS Event Log for easier integration.


� Within BIPS, the process of negotiating a payment is closely connected to the process of selecting a payment mechanism. For example, a customer may desire extra security but may not know the options available or how to express his requirements. Through the negotiation process (using the feasibility request and response messages) the Payor can be presented with the options, their cost, and how to specify them in a request. Thus, the negotiation process enables the Payor to obtain all of the information necessary from the bank and make a decision or request through one or more iterations of feasibility requests and responses.


The payment selection process refers to the automated decision BIPS will make to select a particular bank payment processing system based on the customer’s explicitly stated terms, the customer’s implicitly stated terms (as expressed in the payment parameters of the request payment message), the customer’s profiles that are on file at the bank, and the bank’s rules and policies for selecting payment mechanisms.
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